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# yum install epel-release

# yum install certbot python-certbot—apache

SSL/TLSEEERE DAFRK

ENTIX Let's Encrypt 547> bEEITUTCHEAEZREHRUELL DS, T
Apache httpd @ DocumentRoot #' /var/www/www.mywebsite.jp (CEEE SN TL\D EIRTE
UCEZEDHEFIT., EBRD DocumentRoot DEREICENTE THRABZTLTIZEU\,

IRDEDICATSI>EIBELT certbot AY > REFETUEI. -d AT 3> (C(F. EERA
ExFTIDH—I/IN—DRAA>%, -w [ClE DocumentRoot D/ AEIIBELET .,

# certbot certonly ——webroot -w /var/www/www. mywebsite. jp/ —d www. mywebsite. jp

2L, FFR>RDEDSCEA—INT RLRZANTDLDICRKRDOSNET. DAL RL
A&, #B(SEERAEOEMHARNMEDWZRICHHSE L TINED I DT LR ECHA=NE
o BIIRA—ILTZ RLRZADLELL D,

Saving debug log to /var/log/letsencrypt/letsencrypt. log
Enter email address (used for urgent renewal and security notices) (Enter "¢’ to
cancel): A—J)L7 FLRZARN

RICIECER T D ZBONE T, ARITDILEHICA EANDULET,

Starting new HTTPS connection (1): acme-v0l1.api. letsencrypt.org

Please read the Terms of Service at
https://letsencrypt. org/documents/LE-SA-v1. 1. 1-August-1-2016. pdf. You must agree
in order to register with the ACME server at

https://acme-v01. api. letsencrypt. org/directory

(A) gree/ (C)ancel: A

JR(C Electronic Frontier Foundation (CAXA—JL)7 RL AZHBIBIHNZRNONET., X—)LF
RLRAZHBFITDE. EFF WOEFAZED LR EICDVNTDOA—)ILEIXD EENMNMTUVET, A—
>R RDEDREDTYT, A—)LZZIFEDEIITNEY 2, JIFEDELRFNEN &
ABDUFET,

Would you be willing to share your email address with the Electronic Frontier
Foundation, a founding partner of the Let's Encrypt project and the non-profit
organization that develops Certbot? We'd like to send you email about EFF and

our work to encrypt the web, protect its users and defend digital rights

Y)es/(N)o: N
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CNTIERAZEDERM B ESNE T, IEU FERRZEDERRMNMTONIZZEE L. IROKS(CHD
=NE9,

Obtaining a new certificate

Performing the following challenges:

http-01 chal lenge for www.mywebsite. jp

Using the webroot path /var/www/www.mywebsite. jp for all unmatched domains
Waiting for verification..

Cleaning up challenges

Generating key (2048 bits): /etc/letsencrypt/keys/0000_key-certbot. pem
Creating GSR: /etc/letsencrypt/csr/0000_csr-certbot. pem

IMPORTANT NOTES:

- GCongratulations! Your certificate and chain have been saved at
/etc/letsencrypt/live/www. mywebsite. jp/fullchain. pem. Your cert
will expire on 2017-07-16. To obtain a new or tweaked version of
this certificate in the future, simply run certbot again. To
non-interactively renew *all* of your certificates, run “certbot
renew”

- Your account credentials have been saved in your Certbot
configuration directory at /etc/letsencrypt. You should make a
secure backup of this folder now. This configuration directory will
also contain certificates and private keys obtained by Certbot so
making regular backups of this folder is ideal.

- If you like Certbot, please consider supporting our work by:

Donating to ISRG / Let's Encrypt: https://letsencrypt. org/donate
Donating to EFF: https://eff.org/donate-le

CNICTCEHEDFITIIR T TY ., ERkEN/z8—/\—5RZE(E. RDKDIC
/etc/letsencrypt/live/[FiTUIE B —/\—D R X1 2]/ RICERRENE LTz,

# Is -1 /etc/letsencrypt/live/www. mywebsite. jp/

total 4

-rw-r——r—— 1 root root 543 Apr 17 17:23 README

[rwxrwxrwx 1 root root 44 Apr 17 17:23 cert.pem -> .. /.. /archive/www. mywebsite. jp/certl. pem
[rwxrwxrwx 1 root root 45 Apr 17 17:23 chain.pem -> ../../archive/www. mywebsite. jp/chainl. pem
[rwxrwxrwx 1 root root 49 Apr 17 17:23 fullchain. pem —>
../../archive/www. mywebsite. jp/ful lchainl. pem

[rwxrwxrwx 1 root root 47 Apr 17 17:23 privkey.pem -> ../../archive/www. mywebsite. jp/privkeyl. pem

Apache 2.4 ADXFE
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SSL/TLSH —/\—SEBRZENEM TS X U/ZD T, Apache 2.4 (EREZEBINMUE Y, ssl.conf
@ SSLCertificateFile SSLCertificateKeyFile SSLCertificateChainFile (CZNZNERELE I,

[/etc/httpd/conf. d/ssl|. conf]

SSLCertificateFile /etc/letsencrypt/live/[H—/N—® KA A >]/cert. pem
SSLCertificateKeyFile /etc/letsencrypt/live/[H—/S—®D KA A > ]/privkey. pem
SSLCertificateChainFile /etc/letsencrypt/live/[H—/8—® KA A >]/chain. pem

CMT Apache httpd ZBiE# LT T TY,
# systemct!| start httpd

TNTEE>EL https://[H—/\—DRAA>] (CT7OCRAUTHELLD, PIOLRTS
CENTEFEULETUEL DM ? BUEKR CTERVES(L. SELinux ¥ firewalld 712 E(CKD 7D
TCAMNEMENTULRUVWHAZIERL TLIZEL), firewalld (CKD> T OTRAMNEETNTUED
TWBIBE(E. ROKLSIRION> RT HTTPS (443) R— bR IT B ENTEET,

# firewal l-cmd ——add-service=https -—zone=public ——permanent

# firewall-ocmd ——reload
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# certbot renew

SEBRZE DBREARRNE D < TN FEN CEERAZE DB MHIRZER U CERWLWTI M. cron IR E
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